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Abstract

This report provides a comprehensive overview of my journey through two distinct roles
at the Humane Interface Design Enterprise (HIDE) - as a Technical Consultant in Spring
2023 and an Agile Process Analyst in Fall 2023. My tenure as a Technical Consultant was
marked by the application of academic knowledge and technical skills to tackle real-world
challenges at HIDE, leveraging experiences from my capstone projects and my roles in the
industry as an IT Analyst Intern at Milwaukee Tool and a Data Engineer at UST. This role
at HIDE enhanced my problem-solving skills and contributed to the progress of the project
teams. Transitioning into the Agile Process Analyst role in Fall 2023 signaled a shift to a
more observational and analytical approach within HIDE's software development
processes, informed by my background in operational efficiency through technology at
Milwaukee Tool. My engagement with HIDE was influenced by my interest in Software
Development Engineering and Processes, particularly in system design and integration,
process automation, and operational analysis. These areas, enriched by my industry
experiences emphasizing Agile principles, and DevOps strategies, have steered my
professional journey. The aim of this report is to articulate the evolution of my goals during
my time at HIDE and highlight the skills | developed throughout this journey. It reflects
on my contributions to HIDE's projects, underscoring the knowledge, and impactful
experiences that have propelled my growth as a technical professional.
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Introduction

In Spring 2023, my journey at HIDE began as a Technical Consultant, building upon a
transformative summer internship at Milwaukee Tool. There, | honed my skills in process
mapping, automation, and the development of manufacturing software, sparking a deep
interest in application development, process observation, and analysis. Tasked with two
problems, the role of Technical Consultant aimed to bridge the gap between academic
learning and practical software development needs within HIDE. Before assuming the role,
Dr. Pastel outlined a list of specific technical challenges faced by project teams, prompting
me to apply my academic knowledge and industry experience to real-world problems. My
focus was on solving the problem of deploying a Django application on the cPanel
framework for the CS Scheduling App team and integrating the Microsoft Authentication
Library (MSAL) for user-authentication purposes for the Little Brothers Friends of the
Elderly (LBFE) team. These projects, detailed on the hidetech website, not only solved
immediate issues but also served as documented use-cases that could guide future project
teams at HIDE.

Transitioning to an Agile Process Analyst role in Fall 2023, | shifted focus from direct
problem-solving to analyzing the LBFE team's software development process. This
transition was catalyzed by my contributions in Spring, fostering a more observational and
analytical approach. My efforts aimed at assessing Agile methodology application,
teamwork, and communication effectiveness within LBFE, setting a precedent for process
optimization. This audit of LBFE's software development process has the potential to
inspire other teams at HIDE to adopt Agile practices, envisioning a common Agile
framework that aligns with each team's unique challenges and objectives. This experience
at HIDE not only enriched my technical skillset but also enhanced my understanding of
Agile practices and the dynamics of team collaboration. The use-cases | developed, and the
insights garnered from working with the project teams has the potential to benefit HIDE
broadly, encouraging a culture of continuous improvement and collaborative success.

This report delves into these experiences, reflecting on the personal and professional
growth I've achieved and the impact of my work on HIDE's project teams. Moreover, it
invites readers to explore the intersections of technology, process analysis, and team
dynamics within a unique academic and practical framework. Note that this study is not
considered research since it is not generalizable. It is only applicable to HIDE. For
definitions of specific terms mentioned in this report, please refer to Appendix A:
Definitions.
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Technical Consulting for HIDE (Spring 2023)

Responsibilities
The focus was on understanding and addressing challenges that were critical to HIDE's
projects. My key duties included:

1. Solving problems encountered by HIDE teams which required researching and
developing practical solutions in the form of use-cases.

2. Documenting the solutions in a way that everyone could understand, regardless of
their technical background. This wasn't just about listing the steps, but also
explaining the concepts behind them.

3. Collaboration with project teams and attending various meetings to promote a
unified working environment as well as assisting team leads in navigating technical
complexities.

4. Document the work on a WordPress website named ‘hidetech’ that | developed.

Problem 1: Deploying Django application on a cPanel Server

In Spring 2023, one of the HIDE teams encountered a challenge while working with
Django, a web application framework. Although the team had experience in developing
Django applications, they were new to deploying applications on cPanel, a common web
hosting platform. This knowledge gap in moving from development to deployment became
an obstacle in completing the project.

Implementation

The approach was twofold: first, to develop a working proof-of-concept for deploying on
cPanel and second, to document the process in a step-by-step manner.
1. Setting Up a Django Environment: This included configuring the Django
application to suit the cPanel environment.
2. WSGI Configuration: Understanding the Web Server Gateway Interface (WSGI)
and configuring it correctly.
3. Deployment Testing: Continuous testing followed the deployment to ensure
functionality and performance were intact.

Documentation

The process was documented on the ‘hidetech’ website. It included:
1. Anintroduction to Django and its features.
2. A general procedure for deploying Django applications.
3. A step-by-step tutorial on deploying the application on cPanel, emphasizing
concepts such as WSGI vs ASGI, application object configuration, and Django
environment settings.



Problem 2: User Authentication with Microsoft Authentication
Library (MSAL) and Postman: Acquiring a Bearer Token

My second deliverable as a Technical Consultant involved integrating the Microsoft
Authentication Library (MSAL) for one of the modules in the Little Brothers Friends of
the Elderly (LBFE) project. This integration was important to enhance the security and
streamline the process of user authentication in the project.

Understanding MSAL

MSAL is a library used to authenticate users and applications to Azure Active Directory
(Azure AD), Microsoft Identity Platform, and Microsoft Accounts. It supports various
authentication methods, including OAuth 2.0 and OpenlD Connect, making it a secure
choice for modern applications.

Implementation

The process involved several key steps:

1. Registration with Azure AD: The initial phase involved registering the application
with Azure AD. This step was crucial in defining the parameters for the
application’s interaction with Azure AD for authentication purposes.

2. Configuring Authentication Flows: Given the varied types of applications that
could interact with the system, configuring the right authentication flow was
critical. This involved understanding OAuth 2.0 flows, including authorization
code grant and implicit grant flows, depending on the application type.

3. Token Acquisition and Management: A core part of the integration was handling
token acquisition. The process required setting up mechanisms to acquire, refresh,
and manage access tokens, which are essential for authorizing user access.

4. Demo: To ensure the effectiveness of the integration, a demo was set up. This demo
included manually running the token acquisition process using Postman.

Documentation

The documentation covered:

Introduction to MSAL

Steps for Registering an Application with Azure AD
Authentication Flow Concepts

Bearer Token Usage

Demo

akrwn e

Hidetech Website

Documentation was a crucial aspect of the role, emphasizing the accessibility and clarity
of technical information. |1 developed a website called ‘hidetech’ to document my



deliverables. The website was developed to be educational, ensuring that even complex
technical details were easily understandable for all.

Accessibility

One of the key focuses of the site was ‘Web Accessibility’. This meant designing the site
with features that make it usable by all people, regardless of their abilities or disabilities.

The site includes:
1. Text alternatives for non-text content. For example,

Image:
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Figure 1: cPanel File Manager

Alt Text:
ALTERMATIVE TEXT

Screenshot of the cPanel File
Manager interface displaying a list of
directories and files, including
‘applog’, "django_test’, and
'public_html', with various file sizes,
types, and permissions. The 'Upload’
button in the top menu is highlighted
with a red rectangle.

i

Figure 2: Alt Text for cPanel File Manager Image

2. Image Caption.
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e —

| [B django_test.zip
& Download

P
. T @ View
% Move
@ Copy
B Rename

& Change Permissions

X Delete

# Compress

Context menu in File Manager offering various options for
'django_test.zip, with ‘Extract’ highlighted for unpacking the
contents.

Figure 3: Image Caption

3. Video clip with accurate subtitles.

and then somebody else will look into the....
branch and then do a pull request or whatever

Figure 4: Git Video Clip Subtitles

4. Easy navigation and identification of content.
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Authentication with Microsfot Authentication
Library(MSAL): Your Guide to Acquiring a Bearer Token

1. Introduction

2. Features and Benefits
3. Support for Various Application Types and Scenarios
4. Benefit for Developers
5. When to Adopt MSAL
6. When Not to Adopt MSAL
7. Drawbacks
8. Conclusion
9. Getting started with MSAL
1. Registering an ion with Azure AD

= Prarequisites
» Steps

2. Concepts
= Authentication Flows in Azure AD
= Login URL
= Tenants
= Authorize
4, Demo: Manually Running Token Acquisition and Authentication
10. Using Bearer Tokens Accessing Protected Resources
1L User Auth ication with Token-based Authorization
12. References

Figure 5: MSAL Page Index

Evaluation and Areas of Improvement

To evaluate the accessibility of the ‘hidetech’ website, | utilized the WAVE Web
Accessibility Evaluation Tool. This tool is used to identify accessibility concerns and
ensuring content is accessible to everyone.

After conducting an analysis on four of webpages, here are the metrics:

1. Homepage
B0 oe 6 oe 6 Contrast Errors
Errors Contrast Errors 6 X Very low contrast
| CY-Y-F-F- ¥ P8
A4 ©4
Alerts Features 4 A|ertS
522 @1 M4 X Long alternative text
S(ru(:;:aIElements ARIA E E E e o
Figure 6: Homepage Accessibility Metrics
Evaluation

The WAVE tool's evaluation of the webpage indicates aspects of accessibility with
0 errors detected, ensuring a good foundation for web content accessibility
standards. The presence of 4 features suggests that there are positive aspects of
accessibility incorporated into the page. The 22 structural elements found imply
that the page has a well-defined structure, which can aid in navigation and
comprehension for users utilizing assistive technologies.

Areas of Improvement

12
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There are opportunities for enhancement, particularly in addressing the 6 contrast
errors that could hinder readability for users with visual impairments. Rectifying
these will involve adjusting text and background colors to increase contrast ratios.
Furthermore, the 4 alerts for long alternative text indicate that while descriptive
images are good for accessibility, overly verbose descriptions may overwhelm
screen readers, and these should be made more concise.

Deploy Django Page

80 ) 27 Alerts
Errors Contrast Errors 27 X Long alternative text
. 0 EEEEE S
EEEEEEEE
el m, EEERREEE

Structural Elements ARIA a ao

Figure 7: Django Page Accessibility Metrics

Evaluation

The accessibility assessment of the webpage conducted revealed a well-structured
webpage with 34 accessibility features and 61 structural elements, indicating a solid
framework for users and assistive technologies. No errors or contrast issues were
detected, showcasing an adherence to accessibility guidelines.

Areas of Improvement
The tool flagged 27 alerts for long alternative text, suggesting that while images are
descriptively tagged, these descriptions may be verbose.

Git Tutorial Page

B0 o 0 2 Alerts
1 X Link to Word document
2 ©4 e
1 X HTMLS5 video or audio
Srrumf;‘\EEr'\cms :mo q 0

Figure 8: Git Tutorial Page Accessibility Metrics

Evaluation

The accessibility assessment of the webpage has yielded positive results, with 0
detected errors or contrast issues, indicating a solid foundation in accessibility. The
presence of 4 features demonstrates active measures taken to ensure user
accessibility, supported by 2 structural elements that provide navigational ease.

13



Areas of Improvement

Despite these results, the evaluation brought attention to 2 alerts that warrant further
action. One is for a link to a Word document and another for an HTMLS5 video or
audio element. Although a downloadable link to transcripts is provided below the
Git video on the webpage, to elevate the page's accessibility, providing
downloadable alternative formats for documents and transcripts or captions for
multimedia elements is still recommended.

MSAL Page
il
gl A
— ] RO
Figure 9: MSAL Page Accessibility Metrics
Evaluation

The webpage is significantly better in terms of accessibility, with the WAVE tool
reporting O errors, O contrast errors, and an absence of alerts. A total of 71 features
are recognized for enhancing accessibility, alongside 95 structural elements that
contribute to a well-organized and navigable site. The absence of ARIA (Accessible
Rich Internet Applications) errors suggests that the page is well-equipped for
assistive technologies.

Areas of Improvement

Maintaining this level of accessibility requires consistent monitoring, especially as
new content is added, or existing content is updated. Regular audits with WAVE
and other related tools will help ensure adherence to Web Content Accessibility
Guidelines (WCAG) and a seamless user experience for all users.

Experiential Learning

Experiential learning on the ‘hidetech’ website embodies a hands-on approach,
transforming theoretical knowledge into practical skills through engagement. By offering
step-by-step tutorials, video clip on version control or Git which is one of the complex
steps in the software development process, concise concept explanations, scenarios of real-
world applications, illustrative code snippets, and technical resources to upskill, the
platform ensures that technical content is accessible and comprehensible. This method not
only facilitates learning by doing but also encourages learners to apply concepts in practical
contexts, enhancing their understanding and retention of technical information.

The documentation provided on ‘hidetech’ is segregated into the following sections:

14



Step-by-step tutorials

Video tutorial on Git

Concept explanations

Real-world application scenarios

Code snippets and screenshots for clarity

Role wise technical resources to learn new tools and technologies

ok~ whE

Reflection

My time as a Technical Consultant at HIDE was a valuable experience where | learned
about application deployment and solving real world industry challenges. This role bridged
the gap between academic theories and their real-world application in software
development, offering a practical perspective on my work. In addition, overcoming
technical challenges not only improved my skills but also sharpened my problem-solving
abilities. Looking forward, my experience as a Technical Consultant has equipped me with
the tools and confidence to tackle future challenges in technology.

Observing and Documenting the Software Development
Process (Fall 2023)

Responsibilities

In the Fall of 2023, | worked as an Agile Process Analyst for the LBFE (Little Brothers -
Friends of the Elderly) team at HIDE. This deliverable involved understanding and
assessing how effective the current software development process implemented in projects
at HIDE are, identifying any obstacles that slowed down the progress, and suggesting
possible approaches to mitigate them. | was tasked on working with the LBFE team,
particularly, observing, and reporting how they applied Agile methods, managed the
project, and tackled challenges throughout the Software Development Lifecycle (SDLC).
This involved participating in meetings, brainstorming with the team lead, and analyzing
different stages like user story development, task allocation, teamwork, and stakeholder
communication.

What is an Agile Process Analyst

An Agile Process Analyst specializes in auditing and analyzing the Agile process within a
software development team. They focus on understanding how Agile methodologies are
being implemented, identifying areas for improvement, and ensuring that Agile practices
are effectively implemented for project success.

The LBFE project

The LBFE project at HIDE is an initiative under the umbrella of Little Brothers - Friends
of the Elderly or LBFE, a network of non-profit organizations committed to providing
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essential services to the elderly. The project team was tasked with developing an
application that aims to streamline the process of scheduling and managing transportation
services, ensuring efficient utilization of vehicles and volunteers.

Software Development Process at LBFE

The choice of using Agile software development process by the team lead was influenced
by its suitability for the team's educational context, prior experience of the team lead at
LBFE in the previous semester and their experiences in the form of internships. The role
of ‘Project Manager’ or ‘Team Lead’ as per HIDE’s nomenclature is a role with a mix of
organizational, managerial, and technical responsibilities. The development team with
completely technical responsibilities was adapted to fit the overall team’s academic
commitments and learning objectives, deviating from traditional Agile roles seen in
professional/industry environments where the Project Manager solely focuses on timely
completion of project deliverables, and budgeting.

Agile Manifesto Principles

In the project, Agile’s core values were embraced by focusing on people, teamwork, and
being open to change. Regular team meetings were held, and open lines of communication
were maintained, with a priority placed on personal interaction over strict procedures. The
team lead played a key role in nurturing this cooperative spirit, ensuring the approach
stayed true to the importance Agile places on personal interactions and teamwork.

User Stories

Close collaboration with the client led to the creation of user stories aimed at fulfilling
client requirements. For example, when the client needed a monthly overview of
transportation services for cost analysis, the team converted this request into a series of
tasks or stories. Each user story was designed to be completed within 2 to 4 weeks and was
either an independent task or part of a larger user story. One specific task involved breaking
down the client's request into monthly phases to develop a page meeting their requirements.
Additionally, ambiguities in user stories were carefully addressed to prevent
misunderstandings. A key issue was defining the requirements of the 'Updates' page of the
application, which took 3 meetings to clarify. After clarification, tasks were prioritized
according to their importance to the client. Task assignment involved teaming up members
to work on different parts of the user story, either on the frontend or backend.

Team Meetings

Bi-weekly meetings played a pivotal role in steering both the project and team dynamics.
These sessions not only facilitated tutorials and learning opportunities led by the team lead
but also incorporated pair programming to bolster skill development, with a focus on
database management. Enhanced communication and transparency were direct outcomes
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of these gatherings, which covered discussions on backlogs, bug fixes, current challenges,
and future planning. The utilization of Trello and Discord for project updates and ongoing
communication, alongside the team leader’s bi-weekly one-on-ones for task management
and mentorship, ensured a perfect alignment of tasks with individual members' skills and
technological knowledge. This setup fostered conflict resolution and boosted team morale,
setting an emphasis on skill development and personalized mentorship within the team
structure.

Pair Programming

The strategy behind pair programming was largely influenced by team members' interests
and the specific nature of the work required. The team lead assigned frontend tasks based
on expressed interest, providing a list of objectives to those inclined towards frontend
development. Conversely, a focus on backend tasks was mandated for the remainder of the
team, addressing previous semesters' neglect. Communication for most pair programming
sessions was facilitated through Discord, ensuring efficient collaboration and alignment
with project goals for both frontend and backend tasks.

Client Interaction

The team lead focused on engaging the client through bi-weekly presentations to review
progress and gather feedback. This approach ensures the project meets client expectations
and responds to their needs. Regular meetings, which started virtually and then shifted to
in-person meetings at LBFE's office in Hancock, MI, enhance collaboration and
concentrate on improving the client's work processes. When new features are proposed by
the client, the team lead evaluates their impact on current priorities, showing adaptability.
This dedication to client-focused development helps shape the application according to the
client's changing needs, indicating a strategic and flexible approach to managing the
project.

Testing

The project emphasized developing through consistent feedback and client-involved
testing. While initially focused on creating prototypes for the client to test, the approach
evolved to include the client as a primary tester, enabling iterative product testing. The
team lead played a crucial role, reviewing code changes and providing targeted feedback
to developers for necessary enhancements, ensuring the application aligns with project
goals and stakeholder expectations.

CIl/ICD

The LBFE project is exploring Continuous Integration/Continuous Deployment (CI/CD)
using Jenkins or GitHub Actions, aiming for deployment on the LBFE server. Currently,
code integration and testing are conducted manually, including Git review and local

17



functionality tests. Team members work on individual features and engage in pair
programming, each operating on remote branches. Upon feature completion, the team lead
performs manual testing on the branch, addressing any bugs with responsible members or
involving other pairs as needed to maintain project momentum and adherence to timelines.

Challenges and Learnings

The project faced challenges in balancing project commitments with academic duties. Time
management emerged as a critical issue, with team members juggling their coursework,
extracurriculars, and project responsibilities. Furthermore, the 1 credit value of the
Enterprise (ENT) course, which facilitated the project, offered minimal incentive for
substantial contribution. Additionally, navigating a large codebase and limited experience
with technologies like Vue.js and JavaScript presented difficulties, compounded by the
steep learning curve associated with these tools.

On the contrary, the team learned valuable lessons in software development. A significant
insight came from an issue where assigning a backend task to a member inexperienced
with databases caused disruption. This highlighted the need to match tasks with the right
experience and conduct thorough code reviews. In terms of achievements, the team in the
previous semester completed ~80% of the frontend tasks, mainly due to pair programming.
This method improved problem-solving and teamwork. Its success inspired the current
team to adopt the same approach, aiming to overcome frontend development challenges
like their predecessors. This strategy now guides the team's current efforts.

Good Practices and Insights

The project utilized Trello for task management, enhancing accountability and progress
visibility. Pair programming improved team dynamics, fostering better collaboration and
coding confidence. Communication was managed through Discord, supporting both group
and pair interactions. The team lead provided technical skill development through tutorials,
focusing on Git, Express.js, and other technologies. Bi-weekly one-on-one meetings were
key to aligning individual goals with team objectives. Despite being new to software
development, the team displayed great work ethic and a willingness to learn, overcoming
initial inexperience through hands-on exercises and mini projects. The team lead noted
their eagerness and responsibility-taking as major strengths, viewing their lack of
experience as an opportunity for growth, despite concerns about potential disheartenment
from early challenges.

Project Closure

In the final phase of the project, the team’s objective is to complete 4 key web pages of the
LBFE application. The project is expected to extend over 2 more semesters, largely due to
the existing codebase and learning curve for new members inexperienced in web
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technologies, making it challenging to predict a precise completion date. Initially estimated
to take 6 semesters, this timeline indicates the depth and breadth of work required to fulfill
LBFE's needs.

Conclusion

In the project, the team leader set realistic goals considering its role in a 1-credit course.
Acknowledging the students' limited time, an hour outside class was recommended for
project tasks. The leader's role extended beyond coding to facilitate task progression and
supporting the team, especially important for those new to development. Weekly meetings
served as a platform for collaboration, learning, and progress tracking. Overall, the lead
effectively balanced project management with educational needs, focusing on clear
expectations and fostering student development within LBFE in software engineering.

Process Enhancement Strategies

This section of the document outlines strategies for enhancing the development process
through different approaches. It proposes integrating industry-standard tools and practices
to align educational project work with professional software development standards,
aiming to equip students with real-world skills and improve project outcomes.

Here’s a table summarizing the difference between the Agile at LBFE to Traditional

Industry Agile:

Aspect

LBFE Project

Traditional Industry Agile

Flexibility and Adaptability

High, tailored to academic
schedules

Moderate, market-driven

Incremental Development

Iterative, longer phases

Rapid, shorter iterations

Client Engagement

Direct and integrated

Varies, less intensive

Collaboration and
Communication

Mentorship-focused, learning-
oriented

Efficiency-focused, role-specific

Rapid Delivery

Progressive, educationally
constrained

Rapid, market-oriented

Risk Management

Adapted to academic context

Market and technology-focused

Quality Focus

Iterative testing, client feedback

Automated, streamlined testing

Empowerment and Self-
Organization

High, with educational focus

High, within market scope

Feedback and Improvement

Client and internal retrospectives

Market and technology feedback

Modern Practices

Adapted to educational setting

Closely aligned with industry trends

Scalability

Focused on project and education

Focused on market and expansion
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Simplicity and Clarity Tailored for learning curve Aimed at market efficiency

Project Suitability Educational projects Broad industry application

Influenced by educational
Past Successes experiences Driven by market trends

Project Management Tools
Used Trello, Discord JIRA, Confluence, Slack

To ensure the completion and delivery of the LBFE project within the timeframe of 2
semesters, it is crucial to address specific areas within the Agile process that require
improvement. This necessitates the identification of gaps in the current methodology and
the proposal of actionable strategies. The potential approaches outlined below aim to bridge
these gaps, enhancing the overall effectiveness of the project management process.

|. Incremental Development and Rapid Delivery Alignment

The LBFE project's longer iterative phases risk delaying final delivery. Adopting the
"Scrum of Scrums™ approach, which organizes the team into smaller, cross-functional
groups each responsible for a project module, could mitigate this. These groups conduct
daily stand-ups to address impediments swiftly, with weekly meetings among
representatives to ensure alignment and integration. This method, inspired by large
enterprise Agile projects, but condensed to accommodate and address the issues of a
student led project aims to balance educational objectives with the need for rapid, industry-
standard delivery.

This is how the Scrum of Scrums approach is implemented:

1. Division into Cross-Functional Teams: Segment the team into smaller units
focused on specific project components. These self-organizing teams encompass
all necessary skills for product increment delivery.

2. Regular Scrum Meetings: Units hold daily meetings to discuss progress and plan,
facilitating swift communication and decision-making.

3. Scrum of Scrums Meeting: Representatives from each unit convene in a broader
meeting 2 to 3 times a week to discuss integration and dependencies, ensuring
project coherence.

4. Problem-Solving and Adaptation: When issues are identified that impact more
than one unit, collective problem-solving is necessary. This forum addresses multi-
unit issues with collective brainstorming and plan adjustments to keep the project
on track.

5. Feedback Loop: Ensures decisions from the Scrum of Scrums are communicated
back to individual units, maintaining clarity and direction across the project.
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This streamlined approach is designed to enhance coordination and accelerate project
delivery while taking into consideration the educational context.

Example

Consider a project where one unit is responsible for the user interface, another for the
database, and a third for the application logic. During the Scrum of Scrums, the
representatives realize that a change in the database schema is necessary, which will impact
both the user interface and application logic teams. They collectively decide on a new
schema that supports the needs of all units and plan a coordinated update to their respective
parts of the project.

If Scrum of Scrums is implemented in the LBFE project, it would have a clear focus on
educational objectives while also mirroring the rapid iteration and integration seen in
professional Agile environments.

ll. Quality Assurance (QA)

Quality Assurance is a critical component in software development, ensuring that the
product not only meets the functional requirements but also provides a seamless and bug-
free user experience. For the team, integrating QA practices into their workflow is essential
for delivering a robust software.

This is how quality assurance can be achieved:

1. Understanding the QA Process: The first step is to conduct workshops focusing
on the importance of QA in the development lifecycle. Students need to understand
different testing methodologies like unit testing, integration testing, system testing,
and acceptance testing.

2. Writing Test Cases: Students should be encouraged to write test cases alongside
their code. This practice ensures that they think about the different scenarios in
which their code will be used and helps them understand the importance of covering
edge cases.

3. Automated Testing: Introducing students to automated testing tools such as
Selenium for web applications or JUnit for Java applications can significantly
enhance their testing capabilities. These tools can run a suite of tests automatically,
saving time and ensuring consistency.

4. Continuous Integration/Continuous Deployment (CI/CD): Guide the students
through setting up a CI/CD or to be precise, a Jenkins pipeline. This will involve
installing Jenkins, integrating it with their source code repository (like GitHub or
Bitbucket), and configuring it to perform builds with every code commit.
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Automated Builds: Each time code is committed, Jenkins can automatically
compile the code and run tests. This immediate feedback is vital for identifying
issues early in the development cycle.

Deployment Automation: Once the build and tests are successful, Jenkins can
deploy the code to a staging environment. This could be a server on campus or a
cloud service like AWS or Heroku. The staging environment closely replicates the
production setup, allowing for realistic testing.

Client Feedback: Integrate a feedback loop with the client. After deploying to the
staging environment, invite stakeholders to review the application.
Retrospectives: After each iteration, hold a retrospective meeting where student
developers can discuss what went well and what didn't in terms of QA. This meeting
should result in actionable items that aim to improve the QA process in the next
iteration.

Example

Imagine the team is working on a web application. One team member is adding a new
feature that requires changes to the backend API. They commit their code, and the CI/CD
pipeline is triggered. Here's the process:

1.

Build: Jenkins automatically fetches the latest code and starts building the project
with the new changes.

Test: Once the build is successful, Jenkins runs a suite of automated tests, including
new tests written for the API changes.

Results: The tests reveal a bug where the new API changes are incompatible with
the existing frontend code, causing several test cases to fail.

Feedback: Jenkins sends an alert to the team's communication platform, indicating
which tests failed and why.

Action: The team reviews the feedback, and the developer responsible for the API
changes works on fixing the code. They push the new changes, and the CI/CD
process starts again.

Deployment: After the fix, all tests pass, and Jenkins automatically deploys the
updated backend to the staging environment for further acceptance testing.

This example demonstrates how a CI/CD pipeline facilitates a consistent QA process and
provides immediate feedback to developers, allowing for quick resolution of issues. By
integrating these QA and feedback mechanisms into their project, students will not only be
able to ensure the quality of their software but also gain practical skills in modern software
development practices.
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lll. Risk Management Strategy

In the context of the LBFE project, where student developers are at the helm, an effective
risk management strategy needs to be straightforward yet comprehensive. A simplified
approach is to utilize a "Bug/Risk Register" — a basic, living document that records
potential bugs, risks, their impact, likelihood, and mitigation strategies.

Here's how they can achieve this and its benefits:

1. Implementation: Students can be guided to create a Bug/Risk Register in a shared
spreadsheet. The document should have columns for bug/risk description, impact
level (high, medium, low), likelihood (high, medium, low), mitigation actions, and
responsible team members. This register should be reviewed and updated during
bi-weekly meetings.

2. Benefits: This method teaches students to continuously monitor for new risks and
reassess their impact and likelihood as the project progresses. It also fosters a
proactive mindset, encouraging them to think ahead about potential problems and
how to address them.

Example

A use-case might involve a project team that is integrating third-party payment processing
into their application. The bugs/risks involved could include API changes, service outages,
or security vulnerabilities. In their Bug/Risk Register, they would note, rate its impact and
likelihood, and detail mitigation steps, such as implementing testing, debugging,
monitoring service status, or scheduling regular security reviews.

By incorporating a Bug/Risk Register into their project workflow, student developers learn
a vital aspect of software project management.

V. Leveraging Cloud’s Capabilities

The LBFE project lacked application deployment capabilities and heavily relied on manual
testing. The project could leverage cloud computing which offers a versatile platform for
developers to deploy, manage, and scale their applications efficiently. The inherent
flexibility and scalability of cloud services make them ideal for projects, especially
considering the varying demands and limited resources often associated with student-led
projects.

Here are some of the best aspects of adopting cloud:

1. Deployment Ease and Cost-Effectiveness: Cloud platforms like AWS (Amazon
Web Services), Microsoft Azure, and Google Cloud offer free tiers, which are ideal
for students. These free tiers usually include enough resources to host small to
medium-sized applications, making them cost-effective for educational projects.
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They should, however, be mindful of the limitations and pricing structures of these
services to avoid unexpected charges. Using cloud services, student developers can
deploy their applications without the need for physical hardware or extensive setup,
reducing the initial investment costs significantly.

2. Resource Allocation and Elasticity: One of the key benefits of cloud computing
is the ability to allocate resources dynamically. This means that student developers
can start with minimal resources and scale up as the demand for their application
grows. This elasticity is crucial for managing costs effectively, as students only pay
for the resources they use.

3. Scalability and Performance: Cloud platforms are designed to handle varying
loads, making them ideal for projects that may experience fluctuating levels of user
engagement. This scalability ensures that the application remains stable and
performs well, even as the number of users increases or during peak usage times.

Example

Consider a project which includes developing a web application for a university event.
Initially, the application might only have a few users, mainly the organizing team. As the
event date approaches, the user base could expand, including students, faculty, and external
visitors. By hosting the application on a cloud platform like AWS, the team can start with
a small server instance and a basic relational database under the free tier. As the user base
grows, they can scale up the resources, perhaps moving to a larger server instance or
enabling auto-scaling to adjust resources automatically based on traffic. This approach
ensures the application remains responsive and stable throughout the event, despite the
fluctuating demand.

In summary, cloud computing offers a practical and cost-effective solution for student
developers, allowing them to deploy and manage applications with ease. The key is to start
with the free tiers offered by cloud providers, closely monitor resource usage, and scale up
as necessary, keeping an eye on potential costs.

Conclusion

In conclusion, enhancing the LBFE project by integrating practices such as the Scrum of
Scrums for coordinated development, Quality Assurance through CI/CD pipelines, and
practical cloud computing applications for scalability and deployment is vital for aligning
with industry standards and rapid delivery. This approach not only ensures the successful
completion of the project but also equips student developers with the essential skills and
understanding of cost considerations in technology, preparing them for real-world
challenges.
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Software Development Process Evaluation

The insights of the LBFE team, as crucial contributors to the project's development, are
essential for guiding future strategies and methodologies. This survey aims to gather
feedback on different facets of the project, such as team dynamics, the efficacy of
communication, and individual learning experiences. These findings will be integral in
driving the collective improvement and success of the LBFE team. In addition, the gathered
responses are anticipated to play a role in bettering the software development process
within HIDE teams.

Quantitative Analysis

The quantitative evaluation provides a view of the LBFE team's engagement with the
project, examining several key factors. The assessment was structured through a survey
that included both a 1 to 5 rating scale and numerical data regarding hours dedicated by the
team per week for the project. The 1 to 5 scale is a Likert scale where 1 represents 'Very
Ineffective,’ escalating to 5 which stands for 'Very Effective." Each number on the scale is
defined as follows: 1 indicates a strong negative sentiment, 2 suggests modest effectiveness
needing improvement, 3 represents neutrality, 4 signals positive effectiveness with minor
issues, and 5 denotes exceptional performance without significant drawbacks. This scale
was selected for its clarity and interpretative ease, allowing team members to articulate
their views across diverse aspects of the project systematically. Such a scale also provides
valuable nuance, capturing varying levels of satisfaction or dissatisfaction, from potentially
highlighting areas requiring further training and support (scores of 1 or 2) to demonstrating
areas of strong performance and skill acquisition (scores of 4 or 5).

The responses, collected from a limited sample size of 5, present challenges due to the
potential for limited variability. Nonetheless, the collected data is foundational in
understanding the project's multifaceted nature. In interpreting this compact dataset, both
mean and median were utilized to identify central tendencies, with the application of each
measure dependent on the specific question's data distribution.

Following this introduction to the methods and scales used in our quantitative analysis, we
will delve into the specifics of the following metrics:

Hours Dedicated per Week

Balance Between Academic Responsibilities and Project Work

Team Collaboration and Dynamics

Technical Skill Level at the Start versus the End of the Fall 2023 Semester
Effectiveness of Resources and Tools

Effectiveness of Project Documentation.

ocogakrwnE
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These metrics have been chosen to offer a comprehensive evaluation, presenting a
multifaceted view of the LBFE project's impact on the software development process and
the team'’s growth over the semester.

The subsequent sections will outline the rationale for choosing either the mean or median
for each question, illustrating how these measures elucidate the collective assessments and
individual experiences within the project's scope. This analysis is aimed at providing a
detailed portrayal of the team's perspective on their participation and the effectiveness of
the support structures throughout the LBFE project.

Metric 1: Hours Dedicated per Week

Approximately how many hours per week do you dedicate to the LBFE project, including meetings

and other project-related activities?
5 responses

2 2 (40%) 2 (40%)

1 (20%)

Figure 10: Hours Dedicated Per Week

e Results
o 2 hours: 2 responses (40%)
o 4 hours: 2 responses (40%)
o 6 hours: 1 response (20%)

e Mean (Average): 3.6 hours.

e Median: 4 hours.

For metric 1, with no outliers and responses evenly spread, the mean effectively depicts
the overall average time dedication to the project, accounting for the total hours contributed
by all respondents. This makes it ideal for representing the collective effort. The median,
though useful for identifying the most common experience, may not fully capture the
variation in hours dedicated by all team members. Hence, the mean is preferred for a
summary of time allocation to the project.

Metric 2: Balance Between Academic Responsibilities and Project Work
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Rate the balance between your academic responsibilities and project work (1-5), considering how

one affects the other.
5 responses

3
3 (60%)

2 (40%)

0 (0%) 0 (0%) 0 (0%)

Figure 11: Balance Between Academic and Projects

e Results
o Rating 1: 0 responses (0%)
o Rating 2: 3 responses (60%)
o Rating 3: 0 responses (0%)
o Rating 4: 2 responses (40%)
o Rating 5: 0 responses (0%)

e Mean (Average): 2.8

e Median: 2

For the assessment of balance between academic and project work, the median is more
suitable as it best represents the typical response in an ordinal dataset, accurately reflecting
the most common rating without assuming equal intervals between the ratings. This
measure of central tendency is crucial for understanding participants’ experiences,
especially in areas like balancing academic responsibilities with project work.

Metric 3: Team Collaboration and Dynamics
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Rate the team collaboration and dynamics (1-5)
5 responses

2
2 (40%)

1(20%) 1 (20%)

0 (0%)

Figure 12: Team Collaboration and Dynamics

o Rating 1: 1 response (20%)
o Rating 2: 0 responses (0%)
o Rating 3: 1 response (20%)
o Rating 4: 2 responses (40%)
o Rating 5: 1 response (20%)
e Mean (Average): 3.2
e Median: 3

For evaluating metric 3, where ratings are spread across the scale, the median provides a
clearer representation of the central experience among team members. It offers an
insightful snapshot of the team's view on collaboration and dynamics, unaffected by the
spread of responses and avoiding the potential distortion an average might introduce.
Therefore, the median is the preferred measure to convey the most typical team experience
regarding collaboration and dynamics in the LBFE project.

Metric 4: Technical Skill Level (Start vs. End of Semester)
Semester Start

Rate your technical skill level at the start of the project (1-5).
5responses

2 2 (40%) 2 (40%)

1 (20%)

0 (?%) 0 (0%)

Figure 13: Skill level at the start of the semester
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Semester End

Rate your technical skill level at the end of the project (1-5).
5 responses

3

3 (60%)

2 (40%)

0 (0%) 0(0%)

1 2

Figure 14: Skill level at the end of the semester

Results

e Start of the semester
o Rating 1: 1 response (20%)

Rating 2: 2 responses (40%)

Rating 3: 2 responses (40%)

Rating 4: 0 responses (0%)

Rating 5: 0 responses (0%)

e End of the semester

Rating 1: 0 responses (0%)

Rating 2: 0 responses (0%)

Rating 3: 3 responses (60%)

Rating 4: 2 responses (40%)
o Rating 5: 0 responses (0%)

e Start of the Project (Start of the Fall 2023 semester)
o Mean (Average) - 2.2
o Median -2

e End of the Project (End of the Fall 2023 semester)
o Mean (Average) - 3.4
o Median-3

o O O O

O O O O

The median is appropriate both at the start and end of the project because it represents the
most common rating category without being skewed by extreme values. It indicates the
most typical skill level among participants, allowing us to identify the prevalent experience
regarding technical skill improvement throughout the semester.

Metric 5: Effectiveness of Resources and Tools
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Rate the effectiveness of resources and tools provided (1-5).
5 responses

4
4 (80%)

1 (20%)

Figure 15: Effectiveness of the resources and tools

e Results
o Rating 1: 0 responses (0%)
o Rating 2: 0 responses (0%)
o Rating 3: 1 response (20%)
o Rating 4: 4 responses (80%)
o Rating 5: 0 responses (0%)

e Mean (Average) - 3.8

e Median-4

Considering that most responses were a rating of 4, with only one deviating from this, the
median is the most representative measure for this dataset, effectively communicating the
most common respondent experience regarding the effectiveness of resources and tools.

Metric 6: Effectiveness of Project Documentation

Rate the effectiveness of the project documentation (1-5).
5 responses

2

2 (40%) 2 (40%)

1 (20%)

0 (0%)

Figure 16: Effectiveness of the project documentation.

e Results
o Rating 1: 0 responses (0%)
o Rating 2: 2 responses (40%)
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o Rating 3: 2 responses (40%)
o Rating 4: 1 response (20%)
o Rating 5: 0 responses (0%)
e Mean (Average) - 2.8
e Median -3

The median is the most suitable measure for assessing the effectiveness of project
documentation, as it represents the central point of participants' opinions without being
skewed by extremes. This approach is particularly relevant for ordinal data spread across
the middle of the scale, suggesting that the documentation was found to be moderately
effective by the average respondent.

Summary

1. Time Commitment: Participants dedicate an average of 3.6 hours per week to the
project. The median commitment is 4 hours, suggesting that most team members
consistently engage for several hours each week.

2. Balance and Collaboration: The median balance between academic and project
responsibilities is rated at 2, which may indicate challenges in managing these
commitments. Team collaboration is viewed positively, with a median
effectiveness rating of 4, reflecting satisfactory teamwork dynamics.

3. Skill Development: Technical skill levels show an increase, with the median rating
improving from 2 at the start to 3 by the end of the project, indicating progress in
participants' technical proficiency.

4. Resource Effectiveness: The median response to the effectiveness of resources and
tools is 4, demonstrating a favorable reception. Project documentation receives a
median effectiveness score of 3, highlighting room for enhancement to better
support the team’s needs.

Qualitative Analysis

In the qualitative evaluation of the software development process for LBFE, an analysis
was conducted to understand the sentiments, emotions, and perspectives within
respondents' verbal feedback. This involved examining frequently mentioned words and
phrases within the context of their responses, aiming to capture the nuances of participant
experiences, challenges encountered, and overall project engagement. The sentiment
analysis sought to uncover prevalent themes and concerns, offering insights into the
collective experiences and challenges faced by the LBFE project team through a human-
centric approach.

Analysis

Participants’ feedback reflected a spectrum of impacts and contributions, underscored by
words such as "feel" and "much,” indicating varied feelings about their roles and
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achievements. Notable themes included time management difficulties and the balancing
act between project responsibilities and academic demands, highlighted by terms like
"time™ and "project.” The analysis also touched upon the dynamics of team communication
and collaboration, acknowledging both its strengths and challenges through words like
"team™ and "communication.” The sufficiency of training and resources, as well as the
clarity and utility of project documentation, emerged as areas with room for improvement,
evidenced by feedback mentioning "tutorials” and expressing some dissatisfaction.
Furthermore, the analysis delved into how team meetings influenced project progression
and tackled technical hurdles, with an emphasis on fostering improvement. Words like
"backend™ and "problem™ pointed to specific technical issues faced. Motivations for
participating in the project varied among team members, with personal growth and external
incentives both playing significant roles. Feedback also suggested avenues for enhancing
project structure and workflow, particularly in coding practices and team involvement, and
highlighted the importance of aligning personal goals with project objectives, focusing on
skill acquisition.

By providing a comprehensive overview that spans collaboration dynamics,
communication effectiveness, encountered challenges, and the impact of training and
resources, this analysis highlights areas for improvement in the software development
process. It emphasizes the importance of empathetic and informed project management
strategies to enhance the Agile practices in LBFE, aiming for a more inclusive and effective
project experience for all participants.

Summary

Team members in the project experienced a variety of challenges and learning
opportunities. Their focus spanned across team communication, technical difficulties,
training resources, and project documentation. Notably, there was significant personal
growth in technical skills, though balancing the project with academic responsibilities
posed challenges. Improvement areas identified include enhancing documentation, refining
task management, and streamlining issue resolution processes.

Reflection

My role as an Agile Process Analyst at LBFE has been a journey of learning and
professional growth. This experience highlighted the importance of flexibility in software
process management, especially when balancing academic and project commitments. |
observed firsthand the impact of Agile practices on team dynamics, communication, and
overall project progress. My involvement in this role has not only deepened my
understanding of Agile methodologies but also reinforced the value of adapting Agile
principles to meet diverse project needs.
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Conclusion

My tenure across different capacities at HIDE, has been a cornerstone in my professional
and personal development journey. Transitioning through roles, from a Technical
Consultant to an Agile Process Analyst, |1 engaged deeply with tasks that not only
sharpened my technical acumen but also expanded my understanding of Agile. It has
equipped me to adeptly tackle complex technical challenges and underscored the value of
teamwork, strategic problem-solving, and applying technical expertise within Agile
frameworks to real-world scenarios. As | embark on future endeavors, | am inspired to
apply the set of skills, knowledge, and experiences gained from my time at HIDE to
innovate user-centric software solutions.
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Title of Appendix

Appendix A: Definitions

1.

10.

11.

12.

13.

14.

Humane Interface Design Enterprise (HIDE): A student-run organization
focused on software development and usability research based at Michigan
Technological University.

Technical Consultant: A professional who provides technical guidance and
solutions to specific problems, ensuring that projects meet their technological
requirements.

Software Development: The process of conceiving, specifying, designing,
programming, documenting, testing, and bug fixing involved in creating and
maintaining applications, frameworks, or other software components.

Agile Methodology: A set of principles for software development under which
requirements and solutions evolve through the collaborative effort of self-
organizing and cross-functional teams and their customers/end users. It advocates
adaptive planning, evolutionary development, early delivery, and continual
improvement, and it encourages flexible responses to change.

Scrum: An Agile framework designed to help teams work together, encouraging
teams to learn through experiences, self-organize while working on a problem, and
reflect on their wins and losses to continuously improve.

IT Operations: IT Operations emphasizes the automation, monitoring, and
maintenance of software in production environments to ensure reliability,
efficiency, and faster deployment cycles.

DevOps: DevOps is a set of practices that combines Software Development (Dev)
and IT Operations (Ops) to shorten the development life cycle and deliver high-
quality software continuously.

Quality Assurance (QA): Quality Assurance (QA) in software engineering is the
process of ensuring that software products meet specified standards and
requirements through systematic activities and testing.

Django: A high-level Python Web framework that encourages rapid development
and clean, pragmatic design. Built by experienced developers, it takes care of much
of the hassle of web development.

cPanel: A web-based hosting control panel provided by many hosting providers to
website owners allowing them to manage their websites from a web-based
interface.

Authentication Protocol: An authentication protocol is a set of rules that
determine how two parties prove their identities to each other securely over a
network.

Microsoft Authentication Library (MSAL): A library for applications to
authenticate and obtain tokens from Azure AD (Active Directory) and Microsoft
accounts.

Azure Active Directory (Azure AD): Microsoft’s cloud-based identity and access
management service, which helps your employees sign in and access resources.
Vue.js: An open-source JavaScript framework for building user interfaces and
single-page applications.
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15.

16.

17.

18.

19.

20.

21.

22.

23.

API (Application Programming Interface): A set of rules that allows different
software entities to communicate with each other. It defines the kinds of calls or
requests that can be made, how to make them, the data formats that should be used,
and the conventions to follow.

Postman: A collaboration platform for APl development. Postman's features
simplify each step of building an API and streamline collaboration so you can create
better APIs faster.

OAuth 2.0: An authorization framework that enables applications to obtain limited
access to user accounts on an HTTP service. It allows users to share information
about their accounts with third-party applications or websites without having to
expose their password.

CI/CD (Continuous Integration/Continuous Deployment): A method to
frequently deliver apps to customers by introducing automation into the stages of
app development, including integration, testing, and deployment.

Jenkins: An open-source automation server that enables developers to build, test,
and deploy their software through continuous integration and facilitates continuous
delivery.

GitHub Actions: A CI/CD feature within GitHub that allows automation of your
build, test, and deployment pipeline directly from your GitHub repository.

Cloud Computing: The delivery of computing services - including servers,
storage, databases, networking, software, analytics, and intelligence - over the
Internet (“the cloud”) to offer faster innovation, flexible resources, and economies
of scale.

AWS (Amazon Web Services): A comprehensive, evolving cloud computing
platform provided by Amazon that includes a mixture of infrastructure as a service
(1aaS), platform as a service (PaaS), and packaged software as a service (SaaS)
offering.

Likert Scale: A Likert scale is a psychometric scale commonly involved in
research that employs questionnaires, used to represent people's attitudes or
feelings toward a topic with a range of fixed-choice answers on a scale of agreement
or frequency.

Appendix B: Hidetech Website

This section of the report features selective screenshots from the ‘hidetech’ website,
highlighting key aspects of the project's documentation.

1.

Homepage
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HideTech lin[9) Q

Welcome to HideTech, where innovation meets practicality. Dive into a curated collection of tutorials and guides,
designed to empower your journey in software development and technology. The content is tailored for students and
aspiring developers, offering step-by-step instructions, insights from real projects, and tips for upskilling in today's fast-
paced tech landscape.

Topics

« Practical Tutorials

Deploying Django on cPanel: A Guide
Authentication with MSAL: A Step-by-Step Guide
+ Software Development Process
Agile Journey at HIDE's LBFE Project
+ Knowledge Hub
Git for beginners

Presentation: In

o Data Engineering

Upskiliing Re: es

Practical Tutorials

Deploying Django on cPanel: A Student’s Guide

Authentication with MSAL and Postman: A Step-by-Step Guide

LEARN MORE

Software Development Process at HIDE
Agile Journey at HIDE's LBFE Project

LEARN MORE
_

Knowledge Hub

Git tutorial for beginners

g

Intreduction to Data Engineering

CHECK OUT THE PRESENTATION.

Tech Suite

ACCESS RESOURCES
HideTech Proudly powered by HIDE °

2. Deploying Django on cPanel Page
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Deploying Django Application on cPanel: A Comprehensive Tutorial

1. Introduction
2. Features
3. General p for deploying a Django
4. Deployment Methods
5. Supported Platforms
6. WSGI and ASGl Interfaces
7. Conclusion
8. How to Deploy a Django ion on cPanel: Step-by-Step Tutorial
9. Concepts
1. Django Deployment with WSGI
2. WSGl vs ASGI
3. WSGI Configuration
4. The Application Object
5. Configuring the Settings Module
6. Django Environment

10. References

Introduction

Django is a web framework that simplifies the development of web applications. It is a highly extensible framework that is ideal
for building complex web applications. Django has a built-in web server, supports multiple databases, and provides a modular
architecture.

Features
It also provides a number of features, including:

1. A robust security model
2. A flexible and extensible architecture
3. A large and active community

General procedure for deploying a Django application

Deploying a Django application involves several key steps, from preparation to going live. This general procedure is designed to
cover most deployment scenarios:

1. Preparation

* Requirements File: Ensure you have a requirements. txt file listing all your project dependencies. Generate it using pip
freeze > requirements.txt if necessary.

» Settings Configuration: Split your settings into base (common settings), development (for local development), and
production (for deployment) settings. Ensure sensitive information is not hard-coded but instead is pulled from environment °
variables or a secure source.

« Static and Media Files: Configure your static files (CSS, JavaScript) and media files (uploads) settings properly for

How to Deploy a Django Application on cPanel: Step-by-Step Tutorial

1. Go to your Django project folder

django_test

An icon of a blue folder
labeled ‘django_test’ signifies
a dedicated space for Django

project files.

2. Within the folder you should find two folders, one is your environment and the other is your main project folder

django_test
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9. Navigate to cPanel home page and scroll down to the "Software” section. Click on “Setup Python App”
o If the “Setup Python App” feature is not visible within your cPanel interface, | recommend reaching out to the IT
department for assistance in configuring your cPanel to enable this feature.
» IT: it-help@mtu.edu

[35] Software A
PhP  piip PEAR Packages pert | Perl Modules Site Software
Optimize Website Bf_) Application Manager PhP  MuitipHP Manager
PhP  \ukiPHP INI Editor | i€ | setup Node.s App PhP Select PHP Version
o o0
Setup Python App @ Setup Ruby App
The ‘Software’ section of a web hosting control panel interface, highlighting various tools avail for website
ptimization and ication setup, including ‘Setup Python App’ highlighted for setting up a Python application on the
server.

10. Click on “Create Application” button. As you can see | have already created an application.

Django Environment Detection

®
®

This Python snippet below detects whether the Django web application is running in a production or development environment.
It relies on the Django settings module to determine the environment based on the value of the DEBUG setting.

from django.conf import settings

def is_production():
Checks if the environment is production.
Returns:
True if the environment is production, False otherwise.

return settings.DEBUG is False

de:

2

is_development():
Checks if the environment is development.
Returns:
True if the environment is development, False otherwise.

return settings.DEBUG is True

if is_production():
what_is_the_env = 'DEV'
print(what_is_the_env)
else:
what_is_the_env = 'PROD'
print(what_is_the_env)

[T -« [ ==

[rom djongo.urls (spert path

|

1

oens -
NG, Views home, name-home"),

venswnm &

A screenshot showing a Python code editor with a file being edited. The file contains import statements and a URL
pattern list for a Django web application. The code imports the ‘path’ function from ‘django.urls’ and ‘views' from the
current directory. It defines a single URL pattern that maps the root URL (“) to a view function named ‘home’, with the
name ‘home’ for reverse URL matching.

28. In the ‘views.py file you will find all the views and their iated hods of your

Y

43000 hertcuts inport render
rom 830700 W15 | wport WetsResponte

+ home(request)
Feturn WetgResoomsed el lo, Warld! ")

A screenshot of a Python code editor showing the contents of a views.py file in a Django application. The file contains

import statements for Django’s ‘render’ shortcut and ‘HttpResponse’ class. A function named "home’ is defined, which

takes a ‘request’ parameter and returns an ‘HttpResponse’ object with the text ‘Hello, World!". This function is intended
to be a view that outputs a simple greeting when a user visits the home page of the web application.
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3. Authentication with MSAL and Postman Page

Authentication with Microsfot Authentication Library(MSAL): Your
Guide to Acquiring a Bearer Token

1. Intreduction
2. Features and Benefits
3. Support for Various Application Types and Scenarios
4. Benefit for Developers
5. When to Adopt MSAL
6. When Not to Adopt MSAL
7. Drawbacks
8. Conclusion
9. Getting started with MSAL
1. Registering an application with Azure AD
= Prerequisites
Rt
2. Concepts.
= Authentication Flows in Azure AD
Ll L(_lgin URL
= Tenants
= Authorize
3. Acquire a Bearer token
4. Demo: Manually Running Token Acquisition and
10. Using Bearer Tokens Accessing Protected Resources
11 User Authentication with Token-based Authorization °
12. References

Getting started with MSAL

Registering an application with Azure AD

Prerequisites
q to register an i with the Mici identity platform.
Steps:

1. Go to portal.azure.com
2. Go to More services

Welcome to Azure!
Dt v & subcrptin? Check out the fokamng options.
= »
Start with an Azure free tisl Asure and Github integration Access student benefits
(Gt $200 v crc e Anue okt anc sevices, Lo ho b Ane work togethe i you Gt o somare. Anre et o access Az Do Tocs
P 12 i o popular e sericen ot ey s for Teachng 3w s ey your caceme s

There are four options:

1. Accounts in this organizational directory only: This option allows only users in the same Azure AD tenant to access the
application or APL Users from other organizations or tenants will not be able to use the application or access the APL

2. Accounts in any organizational directory: This option allows users from any Azure AD tenant to access the application or API.
However, users must still be authenticated by their home tenant.

3. inany | directory and p This option allows users from any Azure AD tenant,
as well as personal Microsoft accounts, to access the application or APL. Personal ft
Outlook.com, Live.com, and Hotmail. com.

4. Single tenant: This option allows users from a specific tenant to access the ication or API. The i will only be availabl
to users from the specified tenant and not to any other tenant. This option is useful when the application is designed for a specific
customer or partner organization.

include like

Pick either the second or third option. | am gonna pick the second option for this tutorial.

Supported account types

‘Who can use this application or access this API?

O Accounts in this directory only only - Single tenant)
(/;t Accounts in any organizational directory (Any Azure AD directory - Multitenant)

(O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only °
Configuring lication support for across any izati Azure AD directory in a multi-tenant setup.
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Let’s understand few concepts and methodologies first before we proceed
forward.

Authentication Flows in Azure Active Directory (Azure AD)

Authentication flows in Azure AD refer to the different methods that can be used to authenticate a user and obtain an access token for
accessing protected resources.

1. Authorization Code Flow

The authorization code flow is used for web applications and involves the user being redirected to the Azure AD login page, where they
enter their credentials. After successful authentication, Azure AD returns an authorization code to the application, which can then be
exchanged for an access token.

2. Implicit Grant Flow

The implicit grant flow is also used for web applications but is intended for public clients, such as single-page applications. In this flow,

the access token is returned directly to the application after the user successfully authenticates with Azure AD.
3. Device Code Flow

The device code flow is used for devices that cannot display a traditional login page, such as game consoles or smart TVs. Users are
provided with a code to enter on a separate device, such as a mobile phone or computer, which allows them to authenticate and obtain

an access token. °

4. Resource Owner Password Credentials (ROPC) Flow

Demo: Manually Running Token Acquisition and Authentication
Here's a demo of manually acquiring the token using Postman. At this point you should have Postman installed
GET Request

1. Open Postman. Go to Workspaces > My Workspace. Click New > New Collection

My Workspace

In this workspace

13. We will send query params as form data. Go to Body, check ‘form-data’

Postman request setup for OAuth 2.0 token retrieval from Microsoft identity platform.

14. Start filling in the keys and values. First, paste the code we copied in the parameters. Please note that this time we have a new
parameter in our list called client_secret as you can see in the image below. If you remember we have saved the client_secret. Copy
and paste it next to client_secret parameter.

(<< <]

Configuring authorization details in Postman for MSAL token acquisition.
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4. Git Tutorial Page

Welcome to the Git tutorial, designed to guide beginners through the essentials of version control with Git. Whether you're a student
embarking on your first software project, a budding developer eager to streamline your workfiow, or simply curious about version
control, this video is for you. We'll cover everything from Git basics, setting up your first repository, to features like branching and

merging. Join us as we demystify Git, making collaboration and version control accessible and efficient for your projects,

Appendix C: Software Development Process Survey

The following section includes a compilation of both qualitative and quantitative questions
used in the Google survey conducted with the LBFE team.

Quantitative Evaluation Questions

1. Approximately how many hours per week do you dedicate to the LBFE project,
including meetings and other project-related activities?

2. Rate the balance between your academic responsibilities and project work (1-5),

considering how one affects the other.

Rate the team collaboration and dynamics (1-5)

4. Approximately how many defects or bugs have you encountered throughout your
time at LBFE project this semester?

5. On average, how quickly are bugs/issues resolved and suggestion on how can

bug/issue resolution be effectively implemented?

How many tasks are currently in your backlog?

7. Rate the fairness of task allocation and distribution in the team (1-5)

8. How many total tasks were assigned to you on Trello and approximately how many
of them have you completed during this project?

9. Rate your technical skill level at the start of the project (1-5)

10. Rate your technical skill level at the end of the project (1-5)

11. Rate the effectiveness of resources and tools provided (1-5)

12. Rate the effectiveness of the project documentation (1-5)

w

o

Qualitative Evaluation Questions

1. Please elaborate on your overall experience with this project. How do you feel your
contributions have impacted its outcomes?
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10.

Describe the key challenges you've faced while balancing project responsibilities
with your academic commitments. How have you managed these challenges?

Can you provide details on how effective you find team communication and
collaboration within the project? Include any specific instances that highlight these
aspects.

Discuss the helpfulness of the training and resources provided for this project. Were
there any areas where you felt additional support was needed?

Describe the clarity and usefulness of the project documentation. Were your tasks
and roles clearly defined and helpful?

Reflect on how team meetings have facilitated project progress. In what areas do
you feel you could improve your involvement and how can others do the same?
Describe the most significant technical challenges you encountered during the
project. How did you and your team address these challenges?

What motivates you to participate in the LBFE project? Describe any additional
support that could enhance your commitment and productivity.

What specific changes to the project structure or workflow would you suggest
encouraging more effective development and participation?

What personal goals do you hope to achieve through your participation in the LBFE
project? How does this project align with your goals and aspirations?
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